January 2026

NOTICE OF PRIVACY PRACTICES

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU
MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS
TO THIS INFORMATION. PLEASE REVIEW THIS DOCUMENT CAREFULLY.

We understand that medical information about you and your health is personal and should
be kept private. Moreover, federal law imposes legal requirements on the University of
Rochester Health Care Plans (including Behavioral Health Partners (BHP), Accountable Health
Partners LLC (AHP), Lifestyle Management program, and Condition Management program,
which incorporates the Personal Health Assessment, and the group health plan components of
Well-U), Dental Plans, Health Care Flexible Spending Accounts (FSAs), and the Employee
Assistance Program (EAP) (the “Plans”) to ensure the privacy of your personally identifiable
health information. This Notice is intended to summarize these rules and to inform you about:

e the Plans’ uses and disclosures of Protected Health Information (“PHI”) (as defined
below);

e your privacy rights with respect to your PHI;
e the Plans’ duties with respect to your PHI;

e your right to file a complaint with the Plans and the Secretary of the U.S. Department of
Health and Human Services (the “Secretary’); and

e who (the person or office) to contact for further information about the Plans’ privacy
practices.

Generally, the term “Protected Health Information” (“PHI”) includes all individually
identifiable health information concerning you that is maintained by the Plans, including genetic
information. PHI does not include health information that is held by the University in its role as
your employer (for example health information held for purposes of your employment records).
“Unsecured PHI” is PHI that is not secured through the use of a technology or methodology that
renders the PHI unusable, unreadable, or indecipherable. Group health plan enrollment
information is considered part of your employment records and not PHI when held by the
University of Rochester or a service provider that conducts enrollment services for the
University of Rochester.

PHI uses and disclosures by the Plans are regulated by a federal law called the Health
Insurance Portability and Accountability Act of 1996 (referred to as “HIPAA”) and the
regulations that enforce HIPAA, as amended by the Health Information Technology for
Economic and Clinical Health Act of 2009 (“HITECH”). You may find these regulations at 45
Code of Federal Regulations Parts 160 and 164.

Where group health plan benefits are provided through certificates of insurance, or as part
of an organized health care arrangement that includes benefits provided under a certificate of
insurance, the notice of privacy practices is provided directly by the applicable insurance



company. For group health plan benefits provided through certificates of insurance, you will also
receive notices of privacy practices from the applicable insurance company regarding their
practices. This Notice describes the Plan’s practices with respect to any PHI that it handles
directly or with respect to self-insured benefits.

This Notice is effective January 1, 2026.
Section 1 Section 1. Notice of PHI Uses and Disclosures
a. General Rule

Generally, except for the purposes discussed below, the Plans cannot use or disclose your
PHI without your written authorization. Moreover, if you provide authorization to use or disclose
your PHI, you have the right to revoke your authorization at any time, except to the extent that
the Plans have already relied upon it. To revoke a written authorization, please write to the Plans’
Privacy Officer.

b. Uses and Disclosures of PHI to Carry Out Treatment, Payment, and Health Care
Operations

The Plans and individuals or entities who the Plans have engaged to assist in its
administration (called “business associates’) will use PHI, including genetic information, to
carry out “treatment,” “payment” and “health care operations” (these terms are described below).
Neither the Plans, nor the business associates, require your consent or authorization to use or
disclose your PHI to carry out these functions.

(1) “Treatment” includes the provision, coordination or management of health care
and related services. This includes consultations and referrals between one or more of your
health care providers, and the coordination or management of health care by a health care
provider with a third party. For example, the Plans can disclose and discuss with your doctor or
pharmacist other medications you may be receiving to reduce the chances that your taking a
particular medication will result in unintended side effects.

(2) “Payment” includes actions to determine your eligibility for Plan benefits, to
facilitate payment for the treatment and services you receive from health care providers, to
determine benefit responsibility under the Plans, or to coordinate coverage. Payment activities
include billing, claims processing, subrogation, plan reimbursement, reviews for medical
necessity and appropriateness of care, utilization review, and pre-authorizations. For example,
the Plans can discuss your PHI with your doctor to make sure your claims are properly paid.

3) “Health care operations” include quality assessment and improvement, reviewing
the competence or qualifications of health care professionals, underwriting, premium rating, stop
loss (or other excess loss) coverage claims submissions, creation or renewal of insurance
contracts, and other activities relating to coverage under the Plans. It also includes disease
management, case management, health and lifestyle management, conducting or arranging for
medical review, legal services and auditing functions (including fraud and abuse compliance
programs), business planning and development, business management, and general
administrative activities. For example, the Plans may submit your health information to external
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auditors or agencies to assess the quality of a health plan. The Plans may also submit your health
information to a stop-loss insurance carrier or to obtain pricing information.

Business Associates provide business services to the Plans related to transactions with
you and the Plans like plan administration, claim processing, or audit services. Examples of third
parties include medical insurers, third party administrators, consultants, and reinsurance
companies. The Plans require business associates to agree, in writing, to maintain the
confidentiality of the health information to which they are provided access and to notify us if
there is a probable compromise of your Unsecured PHI. If a business associate discloses your
health information to a subcontractor or vendor, the business associate will have a written
contract to ensure that the subcontractor or vendor also protects the privacy of the information.

The Plans also may disclose PHI to employees of the University if such employees assist
in carrying out treatment, payment and health care operations, provided that the PHI is used for
such purposes. These individuals receive training to ensure that they will protect the privacy of
your health information and that it is used only as described in this notice or as permitted by law.
Health information will generally not be disclosed to the University in its capacity as Plan
Sponsor, except that information regarding enrollment in the Plans or enrollment in a specific
benefit will be disclosed to allow for payroll processing of premium payments. Summary health
information may be provided to the University, which may be used to shop for insurance or
amend the Plans, but identifying information, such as your name or social security number, will
not be included. Nonetheless, the Plans cannot use or disclose genetic information for
underwriting purposes. Unless authorized by you in writing, your health information: (1) may
not be disclosed by the Plans to any other University employee or department, and (2) will not be
used by the University for any employment-related actions and decisions or in connection with
any other employee benefit plan sponsored by the University.

Most uses and disclosures of psychotherapy notes, uses and disclosures of PHI for
marketing purposes, and disclosures that constitute a sale of PHI require your written
authorization. The Plans will not disclose any of your health information for marketing purposes
if the Plans will receive direct or indirect financial remuneration not reasonably related to the
Plans’ cost of making the communication. The Plans will not sell your PHI to third parties. The
sale of PHI, however, does not include a disclosure for public health purposes, for research
purposes where the Plans will only receive remuneration for our costs to prepare and transmit the
health information, for treatment and payment purposes, for sale, transfer, merger or
consolidation of all or part of the Plans, for a business associate or its subcontractor to perform
health care functions on the Plans’ behalf, or for other purposes as required and permitted by law.
If the Plans intend to use or disclose substance use disorder (“SUD”) records for fundraising for
our benefit, we will provide you with a clear and conspicuous opportunity to elect not to receive
any fundraising communications.

Uses and disclosures not described in this Notice will be made only with your written
authorization.

The University of Rochester Health Care Plans (including Condition Management,
Behavioral Health Partners (BHP), Accountable Health Partners LLC (AHP), and the Lifestyle



Management Program), and the Health Care Flexible Spending Account (FSA) ! are part of an
Organized Health Care Arrangement (OHCA), which means that PHI can be shared among those
Plan components for purposes of treatment, payment, and health care operations, without the
need for your consent or authorization to use or disclose your PHI to carry out these functions.

C. Uses and Disclosures of PHI for which Consent, Authorization or Opportunity to
Object Is Not Required

HIPAA sets forth a limited number of additional situations in which the Plans may use or
disclose your PHI without your authorization, including:

(1) When such uses or disclosures are required by law.

(2) When uses or disclosures are permitted for purposes of public health activities,
including but not limited to, preventing or controlling disease, injury or disability, and when
necessary to report product defects in connection with FDA regulated products, to permit product
recalls with respect to such products, and to conduct post-marketing surveillance. PHI may also
be used or disclosed if you have been exposed to a communicable disease or are at risk of
spreading a disease or condition, if authorized by law.

3) When the Plans are authorized by law to allow reporting of information about
abuse, neglect or domestic violence to public authorities, and there exists a reasonable belief that
you may be a victim of abuse, neglect or domestic violence. In such cases, the Plans will
promptly inform you that such a disclosure has been or will be made unless the notice would
cause you a risk of serious harm. In instances of reports of child abuse or neglect, it is not
necessary to inform the minor that such a disclosure has been or will be made. Disclosure may
generally be made to the minor’s parents or other representatives, although there may be
circumstances under federal or state law when the parents or other representatives may not be
given access to the minor’s PHI.

4) To a public health oversight agency for oversight activities authorized by law.
This includes uses or disclosures in civil, administrative or criminal investigations; inspections;
licensure or disciplinary actions (for example, to investigate complaints against providers); and
other activities necessary for appropriate oversight of government benefit programs (for
example, to investigate Medicare or Medicaid fraud).

(5) When required by judicial or administrative order, or in response to a subpoena,
discovery request or other lawful process which is not accompanied by an order, provided that
certain conditions are met. One of those conditions is that satisfactory assurances must be given
to the Plans that (a) the requesting party has made a good faith attempt to provide written notice
to you, or (b) the party seeking the information has made reasonable efforts to secure a qualified
protective order.

Effective January 1, 2015, the Lifestyle Management Program was removed from the EAP and merged into and
became part of the University Health Care Plan. Effective January 28, 2015, EAP is no longer a part of the OHCA.
Effective January 28, 2015, AHP became a component of the University Health Care Plan, and therefore part of the
OHCA.



(6) For law enforcement purposes, including for the purpose of identifying or locating
a suspect, fugitive, material witness or missing person. Also, for disclosing information about
you if you are suspected of being a victim of a crime, but only if you agree to the disclosure or
the Plans are unable to obtain your agreement because of incapacity or emergency
circumstances. Furthermore, the law enforcement official must represent that the information is
not intended to be used against you, that the immediate law enforcement activity would be
materially and adversely affected by waiting to obtain your agreement, and that disclosure is in
your best interest as determined by the exercise of the Plans’ best judgment.

(7) When required to be given to a coroner or medical examiner for the purpose of
identifying a deceased person, determining the cause of death, or other duties as authorized by
law. Also, disclosure is permitted to funeral directors, consistent with applicable law, as
necessary to carry out funeral directors’ duties with respect to the decedent.

(8) We may release your protected health information to authorized federal officials
for intelligence, counterintelligence, and other national security activities authorized by law.

9) If you are an inmate of a correctional institution or are in the custody of a law
enforcement official, we may disclose your protected health information to the correctional
institution or law enforcement official if necessary (1) for the institution to provide you with
health care; (2) to protect your health and safety or the health and safety of others; or (3) for the
safety and security of the correctional institution.

(10)  For cadaveric organ, eye or tissue donation purposes, to organ procurement or like
entities.

(11)  For research, when: (1) the individual identifiers have been removed; or (2) when
an institutional review board or privacy board has (a) reviewed the research proposal; and (b)
established protocols to ensure the privacy of the requested information, and approves the
research.

(12)  When consistent with applicable law and standards of ethical conduct, if the
Plans, in good faith, believe the use or disclosure is necessary to prevent or lessen a serious and
imminent threat to the health or safety of a person or the public and the disclosure is to a person
reasonably believed to be able to prevent or lessen the treat, including the target of the threat.

(13)  When authorized by and to the extent necessary to comply with workers’
compensation or other similar programs established by law.

(14) If you are a member of the armed forces, we may release your PHI as required by
military command authorities. We may also release PHI about foreign military personnel to the
appropriate foreign military authority.

(15) Ifyou do not object, you are not present, or your consent cannot be obtained
because of your incapacity or an emergency circumstance, the Plans may, in the exercise of its
professional judgment, disclose to your family member, relative, or other person who is
responsible for your care, or for the payment of your care, your PHI directly relevant to such care



or payment, if the Plans conclude that disclosure is in your best interests, including following
your death.

(16)  For fundraising purposes, if the information used or disclosed is demographic
information, including name, address, or other contact information, age, gender, and date of
birth, dates of health service information, department of service information, treating physician,
outcome information, and/or health insurance status. Each fundraising communication made to
you will provide you with an opportunity to opt-out of receiving any further fundraising
communications. The Plans will also provide you with an opportunity to opt back in to receive
such communications if you should choose to do so.

(17)  For those specialized government functions set forth in the regulations
promulgated pursuant to HIPAA or such other purposes provided under HIPAA.

d. SUD Treatment Records

SUD treatment records or testimony relaying the content of any SUD treatment record, may not
be used or disclosed in a civil, criminal, administrative, or legislative proceeding against you
without either your written consent or a court order after you are provided notice and an
opportunity to be heard. A court order authorizing use or disclosure of a SUD treatment record
must be accompanied by a subpoena or other legal requirement compelling disclosure prior to
the record being used or disclosed.

e. Redisclosure

The Plans must follow the privacy practices described in this Notice in order to use or
disclose your PHI. But you should keep in mind that if the recipient of your PHI is not subject to
HIPAA, the protections of the HIPAA Privacy Rules will no longer apply and the recipient may
redisclose your PHI to another individual or entity. Certain types of information remain subject
to special protections under federal or state law and may not be re-disclosed without your written
permission or as specifically allowed by law.

Section 2 Your Rights as Individuals

a. Right to Request Restrictions on Uses and Disclosures of PHI

If you wish, you may (i) request that the Plans restrict uses and disclosures of your PHI to
carry out treatment, payment or health care operations, or (ii) request that the Plans restrict uses
and disclosures of your PHI to family members, relatives, friends or other persons identified by
you who are involved in your care or the payment for your care. Please note, however, that the
Plans are not required to agree to your request. However, you have the right to request that your
provider not disclose health information to a health plan if you have paid for the service in full,
and the disclosure is not otherwise required by law. The request for restriction to the Plans will
only be applicable to that particular service. You will have to request a restriction for each
service thereafter from your provider.



We are required to disclose your protected health information to the Secretary when the

Secretary is investigating or determining our compliance with the HIPAA privacy or security

rules.

You or your personal representative will be required to complete a form to request

restrictions on uses and disclosures of your PHI.

The Plans will accommodate reasonable requests to receive communications of PHI by

alternative means or at alternative locations to better ensure your privacy.

Requests for restrictions and to receive communications by alternative means or at

alternative locations should be made to the following:

Health Care Plans — Excellus BlueCross Blue Shield, Rochester Region, 165 Court
Street, Rochester, NY 14647; (585) 232-2632 or 1-800-659-2808

Health Care Plans (Behavioral Health Partners) — University of Rochester Department of
Psychiatry, Behavioral Health Partners, 179 Sully's Trail, Suite 200, Pittsford, NY 14534;
(585) 276-6900

Health Care Plans (Accountable Health Partners) — Accountable Health Partners, 135
Corporate Woods, Suite 320, Rochester, NY 14623; (585) 784-8855

Health Care Plans (Lifestyle Management Program — Coaching and Group Sessions) -
Center for Community Health, 46 Prince Street Ste. 1001, Rochester, NY 14607; (585)
602-0802

Health Care Plans (Condition Management Program - Personal Health Assessment,
Biometric Screenings) - University of Rochester School of Nursing, Center for Employee
Wellness, 255 Crittenden Boulevard, Rochester, NY 14620; (585) 275-6300

Dental Plans — Excellus BlueCross BlueShield, Rochester Region, 165 Court Street,
Rochester, NY 14647; 1-800-724-1675

Flexible Spending Account (FSA) Plans — Lifetime Benefit Solutions, Inc., 70 Metro
Park, Rochester, NY 14623; (585) 232-2632 or 1-800-327-7130

Employee Assistance Program (EAP) - UR Medicine Employee Assistance Program,
University of Rochester, 179 Sully's Trail, Suite 200, Pittsford, NY 14534; (585) 276-
9110

Health Care Plans (Prescription Coverage) — Navitus, 361 Integrity Drive, Madison, WI
53717; (877) 571-7500

Health Reimbursement Arrangement Plans — Via Benefits, 38 E. Scenic Pointe Drive,
Suite 200, Draper, UT 84020; 1-866-322-2824

b. Right to Inspect and Copy PHI




You also have a right to inspect and obtain paper or electronic copies of your PHI to the
extent that it is contained in a “designated record set.” If you would like an electronic copy of
your health information maintained by the Plans, the Plans will provide you a copy in the
electronic form and format as requested as long as it can readily be produced in such form and
format. Otherwise, the Plans will cooperate with you to provide a readable electronic form and
format as agreed. This right extends for as long as the Plans maintain the PHI, but does not apply
to: psychotherapy notes; information compiled in anticipation of, or for use in, a civil, criminal
or administrative action or proceeding; or information subject to the Clinical Laboratory
Improvement Amendments of 1988 (to the extent that providing access to that information would
be prohibited by law), and information which is exempt from those Amendments. If the Plans
deny your request to inspect and copy your PHI, we will provide such denial in writing.
Generally, if you are denied access to health information, you may request a review of the denial
in accordance with the instructions in the denial letter.

A “designated record set” includes: medical records and billing records about individuals
which are maintained by or for a covered health care provider; enrollment, payment, billing,
claims adjudication and case or medical management record systems maintained by or for a
health plan; and other information used by or for a covered entity to make decisions about
individuals. Information used for quality control or peer review analyses and not used to make
decisions about individuals is not considered part of a designated record set.

The requested information will be provided within 30 days if the information is
maintained on site or within 60 days if the information is maintained offsite. A single 30-day
extension is allowed if the Plans are unable to comply with the deadline.

You or your personal representative will be required to complete a form to request access
to the PHI in your designated record set. Requests for access to PHI should be made to the
following:

e Health Care Plans — Excellus BlueCross Blue Shield, Rochester Region, 165 Court
Street, Rochester, NY 14647; (585) 232-2632 or 1-800-659-2808

e Health Care Plans (Behavioral Health Partners) — University of Rochester Department of
Psychiatry, Behavioral Health Partners, 179 Sully's Trail, Suite 200, Pittsford, NY 14534;
(585) 276-6900

e Health Care Plans (Accountable Health Partners) — Accountable Health Partners, 135
Corporate Woods, Suite 320, Rochester, NY 14623; (585) 784-8855

e Health Care Plans (Lifestyle Management Program — Coaching and Group Sessions) -
Center for Community Health, 46 Prince Street Ste. 1001, Rochester, NY 14607; (585)
602-0802

e Health Care Plans (Condition Management Program - Personal Health Assessment,
Biometric Screenings) - University of Rochester School of Nursing, Center for Employee
Wellness, 255 Crittenden Boulevard, Rochester, NY 14620; (585) 275-6300



e Dental Plans — Excellus BlueCross BlueShield, Rochester Region, 165 Court Street,
Rochester, NY 14647; 1-800-724-1675

e Flexible Spending Account (FSA) Plans — Lifetime Benefit Solutions, Inc., 70 Metro
Park, Rochester, NY 14623; (585) 232-2632 or 1-800-327-7130

e Employee Assistance Program (EAP) - UR Medicine Employee Assistance Program,
University of Rochester, 179 Sully's Trail, Suite 200, Pittsford, NY 14534; (585) 276-
9110

e Health Care Plans (Prescription Coverage) — Navitus, 361 Integrity Drive, Madison, WI
53717; (877) 571-7500

e Health Reimbursement Arrangement Plans — Via Benefits, 38 E. Scenic Pointe Drive,
Suite 200, Draper, UT 84020; 1-866-322-2824

If access is denied, you or your personal representative will be provided with a written
denial setting forth the basis for the denial, a description of how you may exercise review rights
with respect to the denial, and a description of how you may complain to the Secretary.

C. Right to Amend PHI

You have the right to request that the Plans amend your PHI or a record about you in a
designated record set that is inaccurate or incomplete for as long as the PHI is maintained in the
designated record set.

The Plans have 60 days after the request is made to act on the request. A single 30-day
extension is allowed if the Plans are unable to comply with the deadline. If the request is denied
in whole or part, the Plans must provide you with a written denial that explains the basis for the
denial. You or your personal representative may then submit a written statement disagreeing with
the denial and have that statement included with any future disclosure of your PHI.

Requests for amendment of PHI in a designated record set should be made in written
form, including a statement explaining the reason for the amendment, to the following:

e Health Care Plans — Excellus BlueCross Blue Shield, Rochester Region, 165 Court
Street, Rochester, NY 14647; (585) 232-2632 or 1-800-659-2808

e Health Care Plans (Behavioral Health Partners) — University of Rochester Department of
Psychiatry, Behavioral Health Partners, 179 Sully's Trail, Suite 200, Pittsford, NY 14534;
(585) 276-6900

e Health Care Plans (Accountable Health Partners) — Accountable Health Partners, 135
Corporate Woods, Suite 320, Rochester, NY 14623; (585) 784-8855

e Health Care Plans (Lifestyle Management Program — Coaching and Group Sessions) -
Center for Community Health, 46 Prince Street Ste. 1001, Rochester, NY 14607; (585)
602-0802



e Health Care Plans (Condition Management Program - Personal Health Assessment,
Biometric Screenings) - University of Rochester School of Nursing, Center for Employee
Wellness, 255 Crittenden Boulevard, Rochester, NY 14620; (585) 275-6300

e Dental Plans — Excellus BlueCross BlueShield, Rochester Region, 165 Court Street,
Rochester, NY 14647; 1-800-724-1675

¢ Flexible Spending Account (FSA) Plans — Lifetime Benefit Solutions, Inc., 70 Metro
Park, Rochester, NY 14623; (585) 232-2632 or 1-800-327-7130

e Employee Assistance Program (EAP) - UR Medicine Employee Assistance Program,
University of Rochester, 179 Sully's Trail, Suite 200, Pittsford, NY 14534; (585) 276-
9110

e Health Care Plans (Prescription Coverage) — Navitus, 361 Integrity Drive, Madison, WI
53717; (877) 571-7500

e Health Reimbursement Arrangement Plans — Via Benefits, 38 E. Scenic Pointe Drive,
Suite 200, Draper, UT 84020; 1-866-322-2824

e You or your personal representative will be required to complete a form to request
amendment of the PHI in your designated record set.

d. The Right to Receive an Accounting of PHI Disclosures

At your request, the Plans will also provide you with an accounting of disclosures of your
PHI by the Plans and/or their business associates during the period covered by your request
(which may be a period of up to six years prior to the date of your request for paper records, or
three years prior to the date of your request for “Electronic Health Records,” as defined in
HITECH). Unless required by law, the accounting will not include: (1) disclosures for purposes
of treatment, payment, or health care operations (except in the case of disclosures that involve
“Electronic Health Records,” as defined in HITECH); (2) disclosures made to you; (3)
disclosures made pursuant to your authorization; (4) disclosures made to friends or family in
your presence or because of an emergency; (5) disclosures for national security purposes; (6)
incident to a use or disclosure otherwise permitted or required by law; (7) as part of a limited
data set; and (8) disclosures incidental to otherwise permissible disclosures.

If the accounting cannot be provided within 60 days, an additional 30 days is allowed if
the Plans give you a written statement of the reasons for the delay and the date by which the
accounting will be provided.

If you request more than one accounting within a 12-month period, the Plans will charge
a reasonable, cost-based fee for each subsequent accounting.

€. The Right to Receive Notification in the Event of a Breach.

You have the right to be notified if there is a probable compromise of your Unsecured
PHI within sixty (60) days of the discovery of the breach. The notice will include: (i) a brief
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description of what happened, including the date of the breach and the discovery of the breach,;
(i1) a description of the type of Unsecured PHI that was involved in the breach; (iii) any steps
you should take to protect yourself from potential harm resulting from the breach; (iv) a brief
description of the investigation into the breach, mitigation of harm to you and protection against
further breaches; and (v) contact procedures to answer your questions.

f. Personal Representatives

An individual may exercise his/her rights under this notice through a personal
representative. If you have a personal representative, he/she will, unless otherwise allowed by
law, be required to produce evidence of his/her authority to act on your behalf before he/she will
be given access to your PHI or allowed to take any action for you. Proof of such authority may
take one of the following forms:

e A power of attorney for health care purposes, notarized by a notary public;
e court order of appointment of the person as your conservator or guardian; or
e proof that the representative is your parent (if you are a minor child).

The Plans retain discretion to deny access to your PHI to a personal representative to
provide protection to you if it is believed that you may be subject to abuse or neglect. This also
applies to personal representatives of minors.

g. Copies of this Notice

You have a right to obtain a paper copy of this notice from the Plans upon request. You
may ask us to give you a copy of this notice at any time. Even if you have agreed to receive this
notice electronically, you are still entitled to a paper copy of this notice. You may obtain a copy
of this notice on the Plans’ website: https://securel.rochester.edu/hr/benefits/health/hipaa.pdf, or
you may request a paper copy from the Office of Total Rewards at (585) 275-2084 or
TotalRewards@rochester.edu. The Office of Total Rewards is located at 60 Corporate Woods,
Suite 310, Rochester, NY 14620. The address for written correspondence is:

University of Rochester

Office of Human Resources - Office of Total Rewards
P.O. Box 270453

Rochester, NY 14627-0453

Section 3 The Plans’ Duties

Federal law requires the Plans to maintain the privacy of PHI in accordance with HIPAA
and to provide individuals (employees and their dependents enrolled in the Plans) with notice of
the Plans’ legal duties and privacy practices. The Plans are required to abide by the terms of the
privacy notice then in effect. The Plans reserve the right to change their privacy practices and to
apply the changes to any PHI received or maintained by the Plans. If a privacy practice is
materially changed, a revised version of this notice will be provided to all current Plan
participants.
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In the event of any material change to the uses or disclosures, the individual’s rights, the
duties of the Plan or other privacy practices stated in this notice, a revised version of this notice
will be posted to the Plan’s website by the effective date of the material change, and a hard copy
of the revised notice (or information about the material change and how to obtain the revised
notice) will be provided in the Plan’s next annual mailing. Alternatively, a revised copy may be
distributed within 60 days of the effective date of any material change, and the revised notice
will also be available on the Plan’s website.

a. Minimum Necessary Standard

When using or disclosing PHI or when requesting PHI from another covered entity, the
Plans will make reasonable efforts not to use, disclose or request more than the minimum amount
of PHI necessary to accomplish the intended purpose of the use, disclosure or request, taking into
consideration practical and technological limitations. Where practicable, the Plans will limit uses
or disclosures to a limited data set.
However, the minimum necessary standard will not apply in the following situations:
e disclosures to or requests by a health care provider for treatment purposes;
e uses or disclosures made to you;
e uses or disclosures authorized by you;
e disclosures made to the Secretary;
e uses or disclosures that are required by law; and

e uses or disclosures that are required by the Plans’ compliance with legal requirements.

b. De-Identified Information, Limited Data Sets, and Summary Information

This notice does not apply to health information that has been de-identified. De-identified
information is information that does not identify an individual (i.e., you) and with respect to
which there is no reasonable basis to believe that the information can be used to identify you.

In addition, the Plans may use or disclose information in a limited data set, provided that
the Plans enter into a data use agreement with the limited data set recipient that complies with
the federal privacy regulations. A limited data set is PHI which excludes certain direct identifiers
relating to you and your relatives, employers and household members.

The Plans may disclose “summary health information” to the University without your
authorization if the University requests the summary information for the purpose of obtaining
premium bids from health plans for providing health insurance coverage under the Plans, or for
modifying, amending or terminating the Plans. “Summary health information” means
information that summarizes the claims history, claims expenses, or type of claims experienced
by individuals for whom the University has provided health benefits under the Plans; and from
which most identifying information has been deleted. The Plans may also disclose to the
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University information on whether an individual is participating in the Plans and the coverage in
which an individual has enrolled.

Section 4 Your Right to File a Complaint With the Plans or the Secretary

If you believe that your privacy rights have been violated, you may complain to the Plans
by contacting the following individual, at the following address, telephone number and e-mail
address: Vice President and Chief Human Resources Officer, University of Rochester Office of
Human Resources - Office of Total Rewards, P.O. Box 270453, Rochester, NY 14627-0453;
(585) 275-2084; TotalRewards@rochester.edu.

You may also file a complaint with the Secretary of the U.S. Department of Health and
Human Services, Hubert H. Humphrey Building, 200 Independence Avenue S.W., Washington,
D.C. 20201.

The Plans will not retaliate against you for filing a complaint.
Section 5 Who to Contact at the Plans for More Information

If you have any questions regarding this notice or the subjects addressed in the notice,
you may contact the following privacy officer at the following address, telephone number and e-
mail address: Vice President and Chief Human Resources Officer, University of Rochester Office
of Human Resources - Office of Total Rewards, P.O. Box 270453, Rochester, NY 14627-0453;
(585) 275-2084; TotalRewards@rochester.edu.

This notice represents the Plans’ efforts to summarize the privacy regulations under

HIPAA. In the event of a discrepancy between the terms or requirements of this notice and
the privacy regulations themselves, the terms of the regulations shall prevail.
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January 2026

Notice of Nondiscrimination and Availability of Language Assistance Services
Discrimination is Against the Law

The University of Rochester Health Plans comply with applicable Federal civil rights
laws and do not discriminate on the basis of race, color, national origin (including limited
English proficiency and primary language), age, disability, or sex (consistent with the scope of
sex discrimination described at 45 CFR § 92.101(a)(2)). The University of Rochester Health
Plans do not exclude people or treat them less favorably because of race, color, national origin,
age, disability, or sex.

The University of Rochester Health Plans:

e Provide people with disabilities reasonable modifications and free appropriate auxiliary
aids and services to communicate effectively with us, such as:

o Qualified sign language interpreters

o Written information in other formats (large print, audio, accessible electronic formats,
other formats).

e Provide free language assistance services to people whose primary language is not
English, which may include:

o Qualified interpreters

o Information written in other languages.

If you need reasonable modifications, appropriate auxiliary aids and services, or language
assistance services, contact Interpreter Services at (585) 275-4778.

If you believe that the University of Rochester Health Plans have failed to provide these
services or discriminated in another way on the basis of race, color, national origin, age,
disability, or sex, you can obtain a copy of the grievance procedure and/or file a grievance with:

Office of Total Rewards, 60 Corporate Woods, Suite 310, PO Box 270453, Rochester, NY

14627, Phone: (585) 275-2084, Fax: (585) 272-0227, Email: totalrewards@rochester.edu. You
14



can file a grievance in person or by mail, fax, or email. If you need help filing a grievance, the
Office of Total Rewards is available to help you.

You can also file a civil rights complaint with the U.S. Department of Health and Human
Services, Office for Civil Rights, electronically through the Office for Civil Rights Complaint
Portal, available at https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail, e-mail, or phone at:
U.S. Department of Health and Human Services
200 Independence Avenue, SW
Room 509F, HHH Building
Washington, D.C. 20201
1-800-368-1019, 800-537-7697 (TDD)

OCRComplaint@hhs.gov
Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.

This notice is available at the University of Rochester Health Plans website(s):
https://www.rochester.edu/human-resources/benefits/legal-notices/
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Motice of Availability of Language Assistance Services and Auxiliary Aids and Services (§
92.11)

ATTENTION: If vou speak English, free language assistance services are available to vou.
Appropriate auxiliary aids and services to provide information in accessible formats are also
available free of charge. Call 1-585-275-4778 (email:

Interpreter_Services@URMC. Rochester edu) or speak to your provider.”

ATENCION: Si habla espafiol, tiene a su disposicion servicios gratuitos de asistencia lingfiistica.
También se encuentran disponibles de forma gratuita ayudas y servicios auxiliares adecuados
para proporcionar informacion en formatos accesibles. Llame al 1-585-275-4778 (correo
electromico: Interpreterservicesigurme.rochester.edu) o hable con su proveedor.

CEE: SRR 0], PRy bl A R O G P S (AR . T L S PR R (R ) el
B CHLBRAREE, LUMRRERER LRV, SMEOE 15852754778 (BFEE
Interpreter_Servicesi@URMC Rochester.edu) 2¢BLEEMREEF . |

BHHMAHHE: Ecam Bel roBOpHTS MO0-PYCCKH, BAM JOCTYIHE DECINATHEE YOIYTH AILIKOBOH
NOMOLTH. COOTBETCTRYIOIME BCIOMOTATENLHEIE CPEICTEA H VCIYTH N0 NpefoCTABIEHHIO
HHEQOPMANHH B TOCTYIHEX (POPMATAX Tak#e NpefocTapngnTed fecnnatHo. [ToasosiTe no
Tenedony 1-585-275-4778 (anexkrponnas noura: InterpreterServices( U RMC. Rochester_edu)
WIH NOTOBOPHTE CO CBOHM NOCTARMIHKOM METHLIHHCKHX YCIyT.

ATANSYON: Si w pale krevol ayisyen, sévis asistans lang gratis disponib pou ou. Ed ak sévis
oksilyé apwopriye pou bay enfbmasyon nan fdma aksesib yo disponib tou gratis. Rele 1-585-
2754778 (imel: Interpreter_Servicesio URMC . Rochester.edu) oswa pale ak founisé w la.

FOL[E=Y)E AESHA e B8 £ 8 U A MU AF 0|28t = USLULCL 018
Jhestt Ao HEE MBS HET EZE 7|7 R Mu|A2: 282 HEFELICH 1-
585-275-4778(0| | Y Interpreter Services@URMC Rochester edu) HE 2 HEE ALt
MH[A MBS HHN 2Llg A2
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ATTENZIONE: Se parli italiano sono a tua disposizione servizi gratuiti di assistenza
linguistica. Sono inolre disponibili gramitamente ausili e servizi adeguati per fornire
informazioni in formati accessibili. Chiama il numero 1-5385-275-4778 (e-mail:
InterpreterServicesi@URMC. Rochester.edu) o patla con il tue fornitore.

DANEMTH T TR oA Y98 Y5 YT KD DYDTNED ='|'?"T| o i e O i R o R e R e
1-585-275- 19717, ™8 K¥T12 TN UIET A TOREOESS TR0 TR R TR AT e R
Interpreter_Services@URMC Rochester edu) wwrosow 197718 1787 o 4778
- (E- 12

TOAAT - Eem AT o SN (O W Y 749 ([ el SET
AN BN TAIC o | TUETA (T TaU0E o9 (3= 9% ¥ 6N JF AT 7EA
(- THIATST 915 *MA-SCAME 7Y ¢ TgeTg Eo¥eTd 97901 1-585-275-4778 (39e1:
Interpreter_Services@URMC. Rochester.edu) T8 T ¢ WTYE T (7 31 e
(=Y YT |

UWAGA: Jesh mowisz po polsku, modesz skorzysiad 2 bezplatne] pomocy jezykowej.
Odpowiednie pomoce pomocnicze 1 uslugi umodliwiajace dostarczanie informacyi w
prevstepnych formatach sg rdwnie# dostepne bezplatnie. Zadewof pod numer 1-585-275-4778
(e-mail: Imerpreter Services@URMC Rochester.edu) lub porozmawiaj ze swoim dostawca.

Ciasg s g ) Vi s, 4 i sglaal 310 3 ) e (4 i) 30 S b 3 ms
oy} 1-SBS-2T5ATTE i Juail V5 0me logd Jea gl oy Cligeiis o dend sl Bl 336 Ln)
=l Interpreter Services(@URMUC Rochester.edu) 2= Lld 3ai20 35 Je il s

ATTENTION : 5i vous parlez frangais, des services d'assistance linguistique gratuits sont d votre
disposition. Des aides et services auxiliaires appropriés pour fournir des informations dans des
formats accessibles sont également disponibles gratuitement. Appelez le 1-385-275-4778 (e-
mail : Interpreter Services(@ URMC Rochester.edu) ou parlez 4 votre fournisseur.

Shafen e e 3 ey Q] p e Je e S il Sh gl e S Gl S p e e ol B S
SAe s B JS 5 1-5R5-275-4TT8 up i S b Slap gl ol e i el oS BB
(Jie 3 Interpreter Services{@ URMC Rochester.edu) - d S o il
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PALUNAWA: Kung nagsasalita ka ng Tagalog, magagamit mo ang mga libreng serbisyo sa
tulong sa wika. Ang naaangkop na mga pantulong na tulong at serbisvo upang maghbigay ng
UMPONMASYOn sa mga naa-access na format ay makukuha rin nang walang bavad. Tumawag sa 1-
585-275-4778 (email: Interpreter_Services@URMC Rochester.edu) o makipag-usap sa ivong
provider.

MPOZOXH: Edv piudte eddopasd, datdbevim dopedv vanpecies Yoo fofbeas. Ta

wrrdi i forinrocd fonifuone ko vegpesies v oy mopoyt] tinpopoplioy of tpocasiies
poppés Surtibevem exfons dwpedy. Kaléote 1o 1-585-275-4778 (email:
Interpreter_ServicesURMC Rochester.edu) f) pidfote pe tov sopoydo oo,

KUJDES: Nése flisni shqip, ofrohen shérbime falas 1€ asistencés gjuhésore. Ndihmat dhe
shérbimet e dubura ndihmése pér té ofruar informacion né formate 1€ aksesueshme jané
gjithashtu né dispozicion pa pagesé. Telefonon 1-585-275-4778 (email:

Interpreter Services@URMC Rochester.edu) ose flisni me ofruesin tuaj.

FE BEBERTLIRSE. RHOEEZBY —EAETRALERES. 72
LT GEREATHETERT I ROOET CHENER Y —EALRUTHATSE
FT.  1-585-275-4778 (BF A —)L: Interpreter_Servicesi@ URMC . Rochester.edu) |ZHEES

Tahh, Fongsd—-lzERLEhE (EEL.

201 0 ) 1o TR 1 s s R | = et B R | R G G e o o f -

Ty Wil O ISR UeH &3 $aat JU0ed ¥ - TF § -1l 3R Fan o g
JuEH

11-585-275-4778 W 1l B2 (SUA: Interpreter Services@URMC . Rochester.edu) a1

U UESTal | &1 &1 |
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